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Remarks 

CuTremiy pending in this appficatton are dalms 1-8, 10-19, and nefw ctelms 20 and 21 . 
Obviousness Type Doubfe PatentfnQ 

Appncant has reviewed the Examiner's comments concerning double patenting and wllif 
upon receipt of a notice of aliowance, present a timely fRed terminal dteclafmer If 
deemed necessary. 

Obviousness 

Applicant notes the Examiner's rejection of claims 1 -B, 10-14, and 18-19 as obvkHis In 
view of the teachings of Grantges and Remers, under 35 U.8.C. 103(a) of the Patent 
Act. 

Cited Prior Art 

U.S. Patent Number 6,324,648 Grantges 
U.S. Patent Number 6,742,039 Remer 

Arguments In Stipor^ of Nrm-pbytouanBSS 

Applicant has reviewed the cited reference of Remers and does rkot agree with the 
Examiner's interpretation of Remers* teachings (nor the combination of Grantges and 
Remers teachings) in view of AppHcanfs claimed invention. 

Applicant submits that In gensrai, Remers teaches a system and method for connecting 

to an entity behind a firewall via a trusted arbitrator that Is located externally to the 

firewall. Remers describes ttie tmsted arbitrator as an intermediary between (1) a focal 

area network (LAN) protected by an access control mechanism such as the Rrewatl and 

(2) exlemat entitles (e.g. remote computer 2Dc) seeking to connect {emphaala added) 

with an entity (e.g. computer 1 0a) within the LAN. Requests (emphasis added) from the 

external entitles are routed to the trusted arbitrator, which communicates with a 

connection entity also located behind the ffrewall- The remote computer 20c te 
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connected to a network such as the internet 250, which ts coupied to the LAN via the 
HrewafK Further, Remere teaches ttiat the tnjsted avbttrator has a queue for storing 
received communlcatron raquestis {Brr^ihasfs added) to contact the computer 10a, such 
that If the trusted arbitrator determines that It hae recetved a valid /eguesff rom the 
remote computer, then the tnisted arbitrator organizes the w^uesf for fonAfarding to the 
connection entity 10b. 

Furtheri Applicant submits the teachinge of Remers describe the connection entity as 
regularly polling the trusted arbitrator to determine whether any requ&slt& cflrected to 
computers within the LAN are currently stored. The connection entity polts the tnisted 
arbitrator by sending a HTTP query to tfie trusted aibftrator's website. If no response 
indicating the presence of fBquests Is received, connection entity waits for a 
predetermined delay period before poHir^l the trusted arbitrator again. As emphasized 
above, Applicant strongly twiieves that there Is no predefined association between tfie 
local 1 0a and remote 20o computers* and Instead their Intercommunication is to be 
exptiottly and implicitly considered as simply a directed communication between two 
previously unrelated computers. 

DIscuaslon of Remara ft Grantxyaa 

In view of the above described systenti Applicant submits that Remers' system is 
directed to the situation of "As shown in RG. 1 , HTTP Is a query/response protocol in 
which an entity such as a client 30 dirscts a query torinfmmtiontoa specific resource 
(such as a file or web page, as Identified by a Universal Resource (jocator or URL) and 
another entity such as a server 40 forwards an apprq;)rlata response associated wtth 
that resource.", entasis added. Accordingly, Applicant submit that Remers is similar 
to the teachings of Grantges in that remote computers located outside of a flrewali seek 
to obtain information from local computers located Inside of a firewall, it should be 
noted by the Examiner ttiat for both Remers and Grantges, only communicaiSon 
/equeste are cflrected to local computers and that In turn te^jonse'' fnfonnatfOn ts sent 
from the local computers to the remote computers as a result of the received 
"requestCs)". This described request/^ponse methodology is contrary to the use of a 
remote network resource (e.g. network printer) t)y a network terminal fbr the invention 
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as claimsd, whereby '"printing data'' Is stored In a queue such that the printing data 
being associated wKh the network printer, the network printer being assigned as a 
network resource associated the network termfnai^ Applicant MJbmlts that ne(ther 
Grantges not Remers teach directly nor Indiractty a networic printer assigned as a 
remote resource associated with the network termlnaf (e.g. via a user of terminal). This 
feature clearly Identified In at leaat previously submitted claim 8 G-e. the datasource 
Is a network terminal configured for communication with the network printeO- Applicant 
has amended claim 1 to better define the claimed invention as intended. 

Claim 1 . A secure network resource access system for facilitating access to a networic 
printer located behind a firewall, the secure network resource access system 
comprising: 

a proxy server located togtoally outside the firewall for receh^ng printing data 
from a data source located outside the firewailr the proxy server having a queue for 
storing the received printing data, the printing data being associated with the networic 
Printer and the nefawortc printer bfllng aaapelatad m a natwortc reaouree for the orintinQ 

dfltaotttie dgtawureg. and 

a poning server located k)g1cally behind the flrewallp the polling sen/er being 
configured for polling the proxy sen/er to determine a status of the c^eue and to pull any 
received printing data across the firewall from the queue of ^e proxy server to the 
polling server. 

In view of the above amended claim 1 , Applicant provides a number ct cited passages 
from Remers that clearty demonstrate that the computer 10a is not mentioned nor 
Intended (either explicitly nor Implicitly) as an assigned remote resource of the remote 
computer 20c, and that the networic communication between the remote and local 
computers is Intended as an extemafty (to the firewalO generated request followed by an 
Internally (to the firewall) generated response directed back to the remote computer, l.e. 
"any response to the Incoming Infonmation that is 6ul3sec]uentty generated by the target 
device On this cassi k>cal computer 10a) may be fonranded t>ackto remote computer 
200**. As discussed above, this method of networic communlcatton Is contrary to ttie 
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invention as claimed. The following are cited Remer passages taken In order of 
operation as described by Remer: 

1) **Connecaon entity 10b may inmate the Identification process by selecting trusted 
arbitralor 20b as Its intermediary for all requests directed to entitles within LAN 230."; 

2) Thus, In order to request communtcatksn wfth an entity within LAN 230 such as local 
computer lOa, remote computer 20c transmits a request through a networfc such as the 
Internet 250 to trusted arbitrator 20b.''; 

3) "If trusted arbitrator 2Qb Indicates that requests for devices wHhln LAN 230 are 
currentiy present, then these requests are forwarded to connection enffty 1 0b. In this 
Implementation, for example, connection entity 10b sends a HTTP query to trusted 
arbitrator 20b (block P150) to open a HTTP pipe between the two entiUes.**; 

4} 'connection entity 10b potfs trusted arbitrator expfrcitty via a HTTP query (bfock 
PI 35). If the queue Is empty, no response need be sent If the queue contains pending 
requests for devices within LAN 230, tiien these requests are forwarded hock to 
connection entity 10b immediately rn a HTTP response to that query.'; and 

5) ''Ae described above, a method or apparatus according to an errA)odlment of the 
invention allows a secura connacb'on to be established with an entity outside a LAN, 
env)haste added". 

Further, Applicant submits that Remers is also different from Applicant's claimed 
invention In that Applicant considers a certain flaw In the logic of the connection to 
Grantgea In partlcutar, In Remers, column 4, lines 35-42, Oie use of polling by the 
connection entity is dependent on the activities of the Trusted Arbitrator". The Trusted 
Arbitrator Is aware of the eource the request (column 4, Hnes 24-29) and validated 
that It Is acceptable to place in the queue. For example: 

'Before remote computer 20c is permitted to communicate vrfth an entity within 
LAN 230, tmsted arbitrator 20b performs a certification process In order to 
establish the vaNdity of the request sent tiy remote computer 20c. In one 
implementation, trusted arbitrator 20b certifies the request by verifying the Identity 
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of remote comptiter 20c. By virtue of such a certification prorass, an impostor may 
not aesume the Identity of remote computer 20c without running afoul of trusted 
arbitrator 20b. In another imptementatlOT, tn^d arbitrator 20b asslona an 
authentication klenttty to remote computer 20c upon certWcatlon. In a further 
Implementation, trusted arbitrator 20b certifies the request by verifying that remote 
computer 20c is capabte of transmttting and receiving information in a secure 
manner. " 

Furtherp Remera states that the queue is Identified as being "in a secure area" within the 
website (column 4, lines 38-42). By that definition Applicant submits that Remers queue 
Is located logtoaily within the protected area of tha website, which matches Remers own 
definition of a firewall. Hence, Appircant submits that the queue and the pofling server of 
Remers are logically ^Vr\\r\ the firewall not outside as tdenttfiad by the Examiner. 
Accordingly, the teaching of Remers simply moves the logical push^ from Inside the 
physically defined firewall, to the lYusted Arbitrator, which pushes the message through 
a logical firewall to ttie trusted area, containing the queue. Tbe remote computer of 
these messages has to be validated for the Trusted Arbitrator to allow the remote 
computer to pu^ the message Into the queue, rtothing is mentioned by Remers as to 
any defined relationship between the remote and local computers. Furthert Applicant 
does not understand the Examiner's assertion that Remers teaches anything about 
printing data- 

Accordingly^ In view of the above discussed claim amendments and supporting 
remarks, Applioant considers the Examiner's 103(a) rejection, In view of Grantges and 
Remers, Is hereby overcome. 



Accordhigiy, in view of the above preranted datm amerKiments and supporting 
arguments. Applicant submits that document neither Remers nor Grontges, either alone 

Qmitng Uftour HtrMtorMn LLP 9 



PAGE 12/13 * RCVD AT 3/312008 3:26:56 PM [Eastern Standard Time] ' SVR:USPTO-EFXRF-516 * DNIS:2738300 * CSID:Gowlings Toronto #18 * DURATION (mfn-ss):10-12 



Gowlings Toronto **18 3/3/2008 3:26 PAGE 013/013 Fax Server 



RECEIVED 

CENTRAL FAy CENTER 



MAR 03 2008 



or In combination, aniicirpate nor render tibvlousness of Ihe clatms 1-8, 10-14, and 16- 

21 as presently worded. 

Conclusion 

It Is believed that the above remarks and amendments submitted herein have 
placed this present appKcatlon In condition for alfcwance, and a Notice thereof Is 
requested. If the Examiner has further concerns, he Is encouraged to ccMitact 
Applicanf a undersigned agent at (41 6} 862-4318. AH correspondence should continue 
to be directed to listed address shown befow. 

Respectfully submitted, 



Registration No. 53,902 

Gowling Lafleur Henderson LLP 

Suite 1600, 1 FIrat Canadian Place, 100 Kbig Street West 

Toronto, Ontario 

Canada M5X 1G5 

(416) 862-752B 
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